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Welcome to CSET

To get started, select from ene of the options below:

B Sstarta New Assessment ] import an Existing Assessment

The Cyber Security Evaluation Tooi (GSET®) is a Cybersecurily & Infrasiructure Security Agency (CISAJ product that assists organizations in protecting their key
national cyber assets. It was developed under the direction of CISA by cybersecurity experts. This tool provides users with a systematic and repeatable approach for
assessing the security posture of thelr cyber systems and networks. it Includes both high-level and detalled questions related to all industrial control and IT systems.
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https://us-cert.cisa.gov/ics/Downloading-and-Installing-CSET
https://github.com/cisagov/cset/releases
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v Prepare

Assessment Configuration
Assessment Information
Maturity Models

EDM Tutorial

v Assessment

Practices

v Results
v EDM Results
Summary Results
Relationship Formation

Relationship Management
and Governance

Service Protection and
Sustainment

Maturity Indicator Levels
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E [ZEEICH 2 Assessment &3 Results

Assessment Configuration

Qrganization Details

Assessment Name Assessment Date
New Assessment 7i6/2021

Facility Name

City Or Site Name State/Province/Region

Assessment Options

Select the features that will be used to perform this assessment. Each feature can be expanded for additional
information. More than one feature can be chosen for a more comprehensive assessment.

Maturity Model

O Standard

O Network Diagram
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v Prepare
Assessment Configuration
Assessment Information
Maturity Models

Ransomware Readiness Tutorial

v Assessment

Practices

¥ Results
v RRA Results
Goal Performance
Assessment Tiers

Performance Summary

Reports

Feedback

Share Assessment With DHS
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® Ransomware Readiness Assessment

Ransomware poses an increasing threat and continues to

rise as a top cyber threat impacting both businesses and

government agencies. Ransomware is a type of malicious ‘
attack where attackers encrypt an organization's data and

demand payment to restore access. In some instances, o ‘
attackers may also steal an organization's information o

and demand an additional payment in return for not ‘
disclosing the information to authorities, competitors, or

the public. Ransomware disrupts or halts an

organization's operations and poses a dilemma for

management: pay the ransom and hope that the

attackers keep their word about restoring access and not

disclosing data, or do not pay the ransom and restore

operations themselves. The methods used to gain access

to an organization's information and systems are

common to cyberattacks more broadly, but they are

aimed at forcing a ransom to be paid. Ransomware

attacks target the organization's data.

To understand your cybersecurity posture and assess
how well your erganization is equipped to defend and
recover from a ransomware incident, take the
Ransomware Readiness Assessment (RRA)
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Maturity Models

Ransomware Readiness Tutorial

v Assessment

v RRA Results
Goal Performance
Assessment Tiers
Performance Summary

Reports

Feedback

Share Assessment With DHS
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Ransomware Readiness Tutorial

v Assessment

Practices

v Results
v RRA Results
Assessment Tiers

Performance Summary

Reports

Feedback

Share Assessment With DHS
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Ransomware Readiness Assessment
Robust Data Backup (DB) v
Web Browser Management and DNS Filtering (BM) ~

Avoid danger and filter out connections to unauthorized websites, suspicious domains names, and
known malicious domains names that will make you vulnerable to malware (such as ransomware)
and phishing. Leverage DNS filtering, also known as DNS Blocking or DNS Firewall, with
integrated threat intelligence. A number of effective commercial solutions are available ranging
from free to low cost that make this an especially recommended action

BM:B.Q01

Is malicious web content being blocked using DNS filtering via
methods like DNS resolvers and DNS firewalls?
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E Prepare 2 Assessment .':i Results

Goal Performance

RRA Performance by Goal

Robust Data Backup (DB)

‘Web Browser Management and DNS Filtering (BM)
Phishing Prevention and Awareness (PP)

Metwork Perimeter Monitoring (NM)

Asset Management (AM)

Patch and Update Management (PM)

User and Access Management (UM)

Application Integrity and Allowlist (Al)

Incident Response (IR)
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E Prepare 2 Assessment :r. Results

Maturity Models RRA Practice Scoring
R Readi Tutorial
ASOMWAIE SEACINESS TN Yes | No | Unanswered Total Percent
Practices Complete
v Assessment
TR Robust Data Backup (DB) 1 1 0 2 50.0%
Web Browser Management and 1 1 0 2 50.0%
v Results DNS Filtering (BM)
v RRA Results
Phishing Prevention and 2 0 1 3 66.7%
Goal Performance Awareness (PP)
Assessment Tiers Network Perimeter Monitoring 1 3 0 4 25.0%
Performance Summary (NM)
Reports Asset Management (AM) 3| 4 0 7 42.9%
Feedback
Patch and Update Management 1 3 0 4 25.0%
Share Assessment With DHS (PM)
User and Access Management 4 & 0 9 44 4%, .
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B Prepare 7 Assessment ..”l Results

~ Prepare -
Assessmenl Configuration Assessment Tiers
Assessment Information

RRA Assessment Tiers

Maturity Models . . ) )
The RRA model encourages ransomware readiness in three stages — Basic, Infermediate, and Advanced

RRA Practices

Intermediate

Ransomware Readiness Tutorial

~ Assessment

Practices

+ Results

~ RRA Results

Goal Performance

Assessment Tiers

Performance Summary

Reports
The RRA practices are grouped by basic, intermediate, and advanced tiers. The practices are intended to be implemented from one fier fo the next and are

Feedback meant to provide a clear path for improvement.

Share Assessment With DHS
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~ Prepare
Assessment Configuration
Assessment Information

Maturity Models

Ransomware Readiness Tulorial

~ Assessment

Praclices

~ Resulis

~ RRA Resulis

Goal Performance

Performance Summary
Reporis
Feedback

Share Assessment With DHS
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Practice Questions Answered Per Tier

Legend
Wve: @ [ Unansweed

Practice Question Distribution Per Tier

Basic

Intermediate

Advanced

25% 5% 7% 100%
Legend

Wre: @re @ Uranswens
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~ Prepare
Assessment Configuration
Assessment Information

Maturity Models

Ransomware Readiness Tutorial

~ Assessment

Praclices

~ Resulis

~ RRAResulis

Goal Performance

Assessment Tiers

Reports
Feedback

Share Assessment With DHS

B Frepare 2 Assessment [t ICT IS
RRA Performance Summary -
These charts represent the answer distribution overall and across all tiers.

Overall Basic

Intermediate Advanced

-
B s v . v
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E prepare 7 Assessment :r. Results
v Prepare
Assessment Conﬁguration Reports
Assessment Information Ransomware Readiness Assessment

Maturity Models RRA Report
Ransomware Readiness Tutorial RRA Deficiency Report
Comments and Marked for Review

v Assessment
Observations Tear-Out Sheets

Practices

v Results
v RRA Resulis Next
Goal Performance
Assessment Tiers

Performance Summary

| Reports ‘

Feedback

Share Assessment With DHS
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Percentage of Practices Performed

Basic

61%

Intermediate
48%

Advanced

]

43%

—

0% 25% 50% 5% 100%

Scores are calculated as the percentage of "Yes" answers.
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Suggested Areas for Improvement

The goals in the assessment are ranked in order of deficiency with goals having fewer satisfied practices ranked
higher in the chart. The bar graph reflects the percentage of practices for each goal that are answered "No" or
are left unanswered.

Incident Response (IR)

Asszet Management (ARM)

Robust Data Backup (DE)

Web Browser Management and DNS Filtering {EM)

Metwork Perimeter Monitoring (MK

Risk Management (RM)

User and Access Management (UM)

Phishing Prevention and Awareness (PP)

Paich and Update Management (PM)

Application Integrity and Allowlist (Al

=
Ed

25% 5

=

% T5% 100%

Bl 13~L -+ 22 EGE 7 B)

Goal Completion Summary

Reobust Data Backup (DE)

Web Browser Management and DNS Filtering (EM)
Phishing Prevention and Awarenass (PP)

MNebwork Perimeter Monitoring (MM}

Asset Management (AM)

Patch and Update Management (PM)

User and Access Management (LIM)

Application Integrity and Allowdist (A1)

Incident Respense (IR)

Risk Management (RM)

0

S

25% 50% 75% 100%
Legend

B = "o [ Unanswered
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DB:B.Q01
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Practice

Are important systems
and data backed up
daily to an offsite
location with the ability
to restore multiple
versions back at least
30 days?

References

MIST 5P @00-53 Rev. b Security and Privacy Controls for
Infarmation Systems and Crganizations: This publication
pravides a catalog of security and privacy controls for
information systems and organizations to protect organizational
operations and assets, individuals, other organizations, and the
Mation from a diverse set of threats and risks, including hostile
attacks, human errors, natural disasters, structural failures,
foreign intzlligence entities, and privacy risks. CP-1, CP-2, CP-
9, CP-10

MIST 5P @00-34 Rev. 1, Contingency Planning Guide far
Federal Information Systems: This publication assists
organizations in understanding the purpose, process, and
format of information system contingency planning development
through practical, real-world guidelines. This guidance
document provides background information on interrelationships
between information system contingency planning and other
types of security and emergency management-related
contingency plans, organizational resiliency, and the system
development life cycle.

CI5 Contral 11 - Data Recovery: Establish and maintain data
recovery practices sufficient to restore in-scope enterprise
assets to a pre-incident and trusted state.

Protecting Data from Ransomware and Other Data Loss
Events: A Guide for Managed Service Providers to Conduct,
Maintain, and Test Backup Files, Mational Cybersecurity Center
of Excellence (NCCoE), 2020,

CRR Supplemental Resource Guide Volume 1 Asset
Management Version 1.1: This guide is intended for
organizations sesking help in establishing an asset
management process.
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DE:B.Q02 | Are data backups MIST SP @00-53 Rev. 5 Security and Privacy Controls for
tested annually? Information Systems and Organizations: This publication
provides a catalog of security and privacy controls for
information systems and organizations to protect organizational
operations and assets, individuals, other organizations, and the
Mation from a diverse set of threats and risks, including hostile
attacks, human errors, natural disasters, structural failures,
foreign intzlligence entities, and privacy risks. CP-1, CP-2, CP-
8, CP-10

MIST SP 800-34 Rev. 1, Contingency Planning Guide for
Federal Information Systems: This publication assists
organizations in understanding the purpose, process, and
format of information system contingency planning development
through practical, real-world guidelines. This guidance
document provides background information on interrelationships
between information system contingency planning and other
types of security and emergency management-related
contingency plans, organizational resiliency, and the system
development life cycle.

ClIS Contral 11 - Data Recovery: Establish and maintain data
recovery practices sufficient to restore in-scope enterprise
assets to a pre-incident and trusted state.

Protecting Data from Ransomware and Other Data Loss
Events: A Guide for Managed Service Providers to Conduct,
Maintain, and Test Backup Files, National Cybersecurity Center
of Excellence (NCCoE), 2020.

CRR Supplemental Resource Guide Volume 1 Asset
Management Version 1.1: This guide is intended for
organizations seeking help in establishing an asset
management process.
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Deficiencies Marked for Review - =
Basic

DB:B.Q02 Are data backups tested annually? Mo

EM:B.CQ02 Are web browser security seftings managed? Mo

PP:BE.QO3 |s email filtered to protect against malicious content? Mo

AM:B.Q05 Are documented and approved secure configurations used to Mo

manage the organization’s hardware and software assets?

UM:B.CQ04 Is the principle of least privilege enforced through policies and Mo
procedures?

IR:B.Q01 Has the organization developed an incident response plan? Mo

IR:B.Q04 Does the organization conduct annual incident response tabletop Mo
exercises that include ransomware response scenarios?

Intermediate

NM:1.Q03 Are networks segmented to profect mission critical assets? Mo

AM:L.Q03 Does the organization detect rogue hardware and alert key Mo
stakeholders?
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Practices Marked for Review Marked for Review - |
|'l Practice Has the organization established a baseline of network frafiic Mo

NM:A.QD4 and is it used to identify anomalous activity?
Practices with Comments Marked for Review - |m

There are no Praclices with comments
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Site Information

Assessment Name: TWCERT Assessment

Assessment Date:

Facility Name: TWCERT/CC
City or Site Name: Taipei
State, Province or Region: Taipei
Principal Assessor Name: tester

Additional Notes and Comments:

Contact(s):

The assessment does not contain any observations that are assigned to an individual.
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